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Tool Implementation and Evaluation

Eraser 6.2.0.2979 was downloaded by following a link on
https://eraser.heidi.ie/download/ using Microsoft Edge. The link connected to the site
sourceforge.net and Eraser was downloaded to the Downloads folder on test machine “Test3”.
The application file was run from the Downloads folder which began the Eraser Setup Wizard.
The End-User License Agreement was accepted. There were multiple options for Setup Type
including “Typical”, “Custom” or “Complete”. “Complete” was chosen and Eraser was
installed. Three tasks were added to the Eraser schedule and completed, the first one
implementing a 1-pass method (Pseudorandom Data), the second implementing a 3-pass method
(US Air Force 5020) and the third implementing a 7-pass method (Schneier 7 pass) on files

“cars.ppt”, “stolen_car_parts.pdf” and “how-to-steal-car.docx™, respectively.

O Erase Schedule

Task Name Next Run Status

Tasks executed manually
C:\Users\John\Documents\how-to-steal-car.docx Not queued Completed
C:\Users\John\Documents\stolen_car_parts.pdf Not queued Completed
C:\Users\John\Documents\cars.ppt Not queued Completed

Figure 27. Eraser Tasks

The base machine and the Test3 machine were viewed in FTK Imager and Autopsy. On
the base machine, before Eraser implementation, the three erased files were visible in the user’s

Documents folder.

Name Modified Time Change Time Access Time Created Time aSize

"= how-to-steal-car.docx 3 2017-04-10 19:04:28 EDT 2 5:02
- best_selling_classics.docx
- classic_books.pptx 2017-04-10 19:45:53 EDT
- cars.ppt 2017-04-10 19:36:11 EDT  2017-04-10 19
@) John_Doe_Wiki.pdf 20 4-10 55:11 EDT 2017-04-10 19
@) stolen_car_parts.pdf 2017-04-10 19:52:58 EDT

EDT

EDT
20 EDT

Figure 28. Metadata Before Eraser Implementation- Autopsy



Name Modified Time Change Time Access Time Created Time
" how-to-steal-car.docx 2017-04-10 19:04 2017-04- 2 ) 2017-0 2017-04-10 18

14-10 19:1(

04-10 19:0
- best_selling_classics.docx 4-10 19: 10 201

- classic_books.pptx 2017-04-10 19:45:53 EDT 2017-04-10 19:45:53 EDT  |2017-04-10 19:4

" cars.ppt 2017-04-10 .11 EDT 2017-04-10 19:36:11 EDT |2017-04-10 19:36:11 EDT
@) John_Doe_Wiki.pdf 2017-04-10 5:11 EDT 2017-04-10 18:55:09 EDT |2017-04-10 18:55:09 EDT
@) stolen_car_parts.pdf 2017-04-10 19:52:58 EDT 2017-04-10 19:52:57 EDT |2017-04-10 19:52:57 EDT

Figure 29. Metadata Unchanged After Eraser Implementation- Autopsy

After the execution of Eraser, all three file names were still visible in the Documents
folder along with the correct metadata for each file. Before implementation, the files could be
previewed, exported and viewed. After implementation, although the file sizes and metadata
remained the same, the exported files were not able to be opened and the hexadecimal
representation of the data was completely different.

A hash search for the three erased files returned no results. A keyword search in Autopsy
for the names of the erased files each returned the file “Eraser (x86).msi”. This implicates the
Eraser tool is connected to these files in some way. A search for “online car industry”, a phrase
in the file “cars.ppt”, returned the file in Figures 30 and 31, which includes the content of the
PPT file. This PPT file was originally downloaded from the internet and the file that resulted
from the phrase search was created when the download was automatically scanned by Windows
Defender. A search for “Stolen Vehicle Parts”, a phrase from “stolen_car parts.pdf”, returned
the file and contents in Figures 32 and 33. The erased PDF had been viewed in Microsoft Edge

which stored its details in this database that was detected by Autopsy.

|/ProgramDataMiaosoﬂNIndows Defender/Scans/FilesStash |

Figure 30. Location of Artifact Found for Erased PPT- Autopsy



Name
D A2D937AE-5691-6C77-BASC-5F8F4DDAFC7F_1d2b31c671032a7

<

Hex Strings File Metadata Results Indexed Text W
Matches on page: 1 of 2 Match o KN

The Online Car Industry
- Kanyi Masembwa
- Mohd-Ridzwan Nordin
- Preethi Parameswaran
- Andrew O

Shaughnessy

Major Players in Online Cars

Lead Generators

Figure 31. Part of Artifact Found for Erased PPT- Autopsy

I}h.lsers/Johr'llAppDataﬁ.ocallPadtagesﬁ\i(:l'osoft.I“'icrosof'i‘:Edge_awekyb3d8bl:nme/AC/.‘r‘!00lﬁ\'it:rosoﬂ‘:EdgeICat:he/L.BYWSl-lOP

Figure 32. Location of Artifact “tandi215[1].dat” Found for Erased PDF- Autopsy

Hex Strings File Metadata Results Indexed Text edia
Matches on page: 1 of 2 Match & 5 Page: 1 of 1 Page & S

<rdf:1i xml:lang="x-default">The stolen vehicle parts market</rdf:1li>
</rdf:Alt>
</dc:title>
<dc:rights>
<rdf:Alc>
<rdf:1i xml:lang="x-default">Copyright Australian Institute of Criminology 2001</xdf

</rdf:Alt>
</dc:rights>
<dc:creator>
<rdf:Seq>
<rdf:1li>Gant, Frances</rdf:1li>
<rdf:li>Grabosky, Peter</rdf:li>
</rdf:Seqg>
</dc:creator>
<dc:subject>
<rdf:Bag>
<rdf:1li>Anti theft devices</rdf:1li>
<rdf:1i>Crime prevention measures</rdf:1i>
<rdf:1i>Crime statistics</rdf:1i>
<rdf:li>Motor vehicle theft</rxdf:1li>
<rdf:li>Stolen vehicles</rdf:1li>
</rdf:Bag>
</dc:subject>
</rdf:Description>
<rdf:Description rdf:about=""
xmlns:xapMM="http://ns.adobe.com/xap/1l.0/mm/">
<xapMM:DocumentID>uuid:3448aae5-e€9%a-43¢€b-a787-feb4e579€3be</xapM: DocumentID>
<xapMM:InstancelD>uuid:e5222415-£9€8-40el-al7€-3533b30ala3b</xapM:InstancelD>
</rdf:Description>
</xd£:RDF>
</x:xmpmeta>

Figure 33. Contents of Artifact "tandi215[1].dat"- Autopsy
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An examination of the MFT, LogFile and USN Journal with ANJP confirmed the
existence and original path of each of the three erased files. Accurate timestamp information,
LNK file and Microsoft Office and Windows Recent Documents information is also available in
the parsed ANJP database. There were significantly less entries in the LogFile for the files
deleted with Eraser and certain LogFile entries had time and dates of 00:00:00 01/01/1601 after
Eraser implementation.

LNK files existed for all three of the deleted files. The Automatic Jump List for
Microsoft Office Power Point verified the file “cars.ppt” was accessed with that application. The
Jump List for Edge Browser verified the file “stolen_car parts.pdf” was accessed with that
application at a certain time and the Jump List for Microsoft Office Word 365 verified the file
“how-to-steal-car.docx™ was accessed with that application. The Jump List for File Explorer

contained each of the three erased files.

Name = Modified Time Change Time Access Time Created Time

cars.Ink 2017-04-10 19:55:52 EDT |2017-04-10 19:

classic_books.Ink 2017-04-10 19:56:01 EDT [2017-04-10 1

how-to-steal-car.Ink 56:43 EDT

04-10 18:55:09 EDT

John_Doe_Wiki.Ink 2017-04-10 19

more_best_sellers.Ink | 2017-04-10 19 7 2 04-10 19:11:03 EDT
stolen_car_parts.Ink 2017-04-10 19:56:20 2017-04-10 19:52:57 EDT

Figure 34. LNK Files After Eraser Implementation- Autopsy

A prefetch file existed for the Eraser executable file and a hash search for the Eraser
executable returned the file in the Downloads folder. Evidence of the Bing search for “eraser”
and the URLs followed to download Eraser existed in the Microsoft Edge history database.
These artifacts can be used to show the program existed as well as the times and dates it was run

on the system under analysis.

Name Modified Time Change Time Access Time Created Time Size

ERASER 6.2.0.2979.EXE-D5953862.pf  2017-04-19 20:34:00 EDT _ 2017-04-19 20:34:00 EDT__ 2017-04-19 20:34:00 EDT__ 2017-04-19 20:34:00 EDT 27933

Figure 35. Eraser Prefetch File- Autopsy
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Source File MD5 Hash
# Eraser 6.2.0.2979.exe |56d30b6¢54259910e9ac4642f43957de

Figure 36. Eraser Executable File- Autopsy

Container_11 [Table ID = 29, 25 Columns] v

Url

Visited: John@https://www.bing.com/search?q=eraser+tool&form=EDGHPC8qs=PF8&cvid=2e21014d505c4eb497f86bd48ee3a07d&pq=eraser+tool&cc=US&setlang=en-US
Visited: John@ms-appx-web://microsoft.microsoftedge/assets/errorpages/dnserror.html

Visited: John@https://eraser.heidi.ie/

Visited: John@https://eraser.heidi.ie/download/

Visited: John@https://sourceforge.net/projects/eraser/files/Eraser%206/6.2/Eraser%206.2.0.2979.exe/download

Visited: John@https://sourceforge.net/projects/eraser/postdownload?source=dlp

Figure 37. Eraser Internet History- ESEDatabaseView

Summary

Eraser offers a user-friendly interface to overwrite the content of desired files and folders.
All three erasure methods, 1-pass, 3-pass and 7-pass rendered the file content inaccessible at its
original location. Files with the original erased file names and metadata remained in their
original locations. LNK files, Jump Lists, and MFT, LogFile and USN Journal entries confirm
the erased files existed and were accessed on the system by a specific user. Phrase searches for
contents of the erased files recovered the full contents of two of the three files from artifacts
created by Microsoft Edge and Windows Defender. Although time-consuming, searching for
known keywords or phrases may prove extremely beneficial by turning up entire documents in
automatically created Windows files. A phrase search for the names of the erased files returned a
file associated with the Eraser program, providing strong indication the tool had been used on
those files. Prefetch files, a hash search for the executable file and internet history artifacts can

also be used to confirm the Eraser tool existed and was executed on this system.
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CCleaner

Tool Description

Piriform Ltd. (2017) describes CCleaner as a “small, effective utility” that cleans out the
‘junk’ that accumulates over time and protects your privacy by cleaning your browsing history
and temporary internet files. CCleaner’s webpage also states, “if you run CCleaner with its
default settings, you’ll thwart most attempts at recovery”. CCleaner offers multiple versions
including free, professional and professional plus. The professional version allows a 14-day free

trial that offers complete cleaning, automatic history cleaning and real-time junk monitoring.

Tool Implementation and Evaluation

CCleaner Professional v5.29.6033 was downloaded from
piriform.com/ccleaner/download/professional using Microsoft Edge. The setup executable file
was run from the Downloads folder and CCleaner Professional was installed on test machine
“Test4”. The application was run from the shortcut created on the Desktop and the free trial was
initiated. Three files were added to “files and folders to be deleted” including “cars.ppt”,
“stolen_car_parts.pdf” and “how-to-steal-car.docx™. All other Windows and Application artifact
options that could possibly contain a trace of those files were selected to be erased and the option

to “Wipe Free Space™ was selected with all default settings. The cleaner was run.



@ Cleaning Complete - (251.464 secs)

272 MB removed.
Details of files deleted
2 Microsoft Edge - Internet Cache 188,407 KB
 Microsoft Edge - Internet History 0KB
© Microsoft Edge - Cookies 1,071KB
@ Microsoft Edge - Download History 0KB
© Microsoft Edge - Session 167KB

Windows Explorer - Recent Documents 12KB

Windows Explorer - Thumbnail Cache 4,111KB
%% System - Empty Recyde Bin 0KB
27 System - Temporary Files 76,799 KB
&7 system - Windows Log Files 5,627 KB
% System - Windows Error Reporting 30KB
&7 Ssystem -Font Cache 328KB
@ Advanced - Old Prefetch data 1,341KB
@ Advanced - Custom Files and Folders 863KB
] Applications - Office 2016 128KB
& Utilities - Windows Defender 40 KB

3,554 files
5 files
252 files
1files
7 files
17 files
15 files
2 files
71 files
25 files
11 files
1files
105 files
3 files
10 files
5 files

Figure 38. CCleaner Files Deleted
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The base machine and the Test4 machine were viewed in FTK Imager and Autopsy. On

the base machine, before CCleaner implementation, the three erased files were visible in the

user’s Documents folder.

Name

Modified Time

"' book_revenue.xlsx
* cars.ppt

*. classic_books.pptx

[ desktop.ini

" how-to-steal-car.docx
@) John_Doe_Wiki.pdf

[ | more_best_sellers.txt
@) stolen_car_parts.pdf

" best_selling_classics.docx

cars.ppt:Zone.Identifier

2017-04-10 19:10:38 EDT
2017-04-10 19:51:37 EDT
2017-04-10 19:36:11 EDT
2017-04-10 19:36:11 EDT
2017-04-10 19:45:53 EDT
2017-04-10 18:24:30 EDT
2017-04-10 19:04:28 EDT
2017-04-10 18:55:11 EDT
2017-04-10 19:12:23 EDT
2017-04-10 19:52:58 EDT

Change Time

2017-04-10 19:10:38 EDT
2017-04-10 19:51:37 EDT
2017-04-10 19:37:37 EDT
2017-04-10 19:37:37 EDT
2017-04-10 19:45:53 EDT
2017-04-10 18:24:30 EDT
2017-04-10 19:04:28 EDT
2017-04-10 19:56:09 EDT
2017-04-10 19:12:23 EDT
2017-04-10 19:56:20 EDT

Access Time

2017-04-10 19:10:38 EDT
2017-04-10 19:51:37 EDT
2017-04-10 19:36:11 EDT
2017-04-10 19:36:11 EDT
2017-04-10 19:45:53 EDT
2017-04-10 18:24:30 EDT
2017-04-10 19:04:28 EDT
2017-04-10 18:55:09 EDT
2017-04-10 19:10:58 EDT
2017-04-10 19:52:57 EDT

Created Time

2017-04-10 19:06:53 EDT
2017-04-10 19:46:03 EDT
2017-04-10 19:36:11 EDT
2017-04-10 19:36:11 EDT
2017-04-10 19:42:58 EDT
2017-04-10 18:24:30 EDT
2017-04-10 18:56:02 EDT
2017-04-10 18:55:09 EDT
2017-04-10 19:10:58 EDT
2017-04-10 19:52:57 EDT

Size
13188
8037
259072
26
89029
402
12910
393974
220
611327

Figure 39. Documents Folder Before CCleaner Implementation- Autopsy
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Name Modified Time Change Time Access Time Created Time

- best_selling_classics.docx  2017-04-10 19:10:38 ED 2017-04-10 19:10:38 EDT  2017-04-10 19:10:38 EDT  2017-04-10 19:06:53 EDT

- book_revenue.xlsx 2017-04-10 19:5 48 14-10 19:51:37 EDT  2017-04-10 19:51:37 EDT 2017-04-10 19 3EDT
- classic_books.pptx 2017-04-10 19:45:53 2017-04-10 19:45:53 EDT 2 0 2017-04-10 19:42:58 EDT
desktop.ini 2017-04-10 18:24:30 EDT 2017-04-10 18:24:30 EDT "~ 2017-04-10 18:24:30 EDT
&) John_Doe_Wiki.pdf 2017-04-10 18:55:11 EDT  2017-04-10 19:56:09 EDT 2017-04-10 18:55:09 EDT

more_best_sellers.txt 2017-04-10 19:12:23 EDT  2017-04-10 19:12:23 EDT 2017-04-10 19:10:58 EDT  2017-04-10 19:10:58 EDT

Figure 40. Documents Folder After CCleaner Implementation- Autopsy

After the execution of CCleaner, the three erased files were no longer visible in the
Documents folder; this was the first of the three file deletion tools in this research to successfully
remove the files from the Documents folder display in FTK Imager and Autopsy.

A hash search for the three erased files returned no results. A keyword search in Autopsy
for erased file name “cars.ppt” disclosed a file created by Windows Defender that contained the
URL this PPT was downloaded from. A search for substring “stolen_car_parts.pdf” returned a
few Windows artifacts indicating the file existed and was visited under a specific user profile.
Results for the substring search “how-to-steal-car.docx” also confirmed the file existed and was
viewed on this system.

A search for the phrase “online car industry” from the file “cars.ppt” and the phrase
“Stolen Vehicle Parts” from the erased file “stolen_car parts.pdf”, both of which returned useful
results in Test 3, returned no matches after CCleaner implementation. Phrase searches for
substrings from “how-to-steal-car.docx™ returned no matches.

CCleaner successfully removed traces of the selected files from the MFT, LogFile and
USN Journal however, USN Journal entries were created for the erased files and other related
files when CCleaner was run. Once this time and date are known, the MFT, LogFile and USN
Journal can be searched for other activity in that timeframe. A search for this date revealed
multiple entries in the MFT with file names “[unknown|\ZZZ..7...77..7.7\7.7.77..7...7..7".

The existence of unusual file names like this is an indication of anti-forensic use.
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LNK files no longer existed for any files in the user’s account, however Automatic Jump
Lists still existed for this user and a Custom Jump List was created for the CCleaner application.
The Automatic Jump List for File Explorer contained evidence that the three files had been
associated with that application. The Automatic Jump List for Microsoft Office Power Point
verified the file “cars.ppt” was accessed with that application. The Jump List for Edge Browser
verified the file “stolen_car parts.pdf” was accessed with that application at a certain time and
the Jump List for Microsoft Office Word 365 verified the file “how-to-steal-car.docx’ was
accessed with that application.

A prefetch file existed for “CCLEANER.EXE”, “CCLEANER64.EXE” and
“CCSETUP529PRO.EXE” on the Test4 machine. These reveal the time, date and run count of
each executable file. CCleaner prefetch file run times match the time of the “ZZZ7" file entries
in the USN Journal which connects the CCleaner application with specific erased files. A hash
search for the executables returned “CCleaner.exe” and “CCleaner64.exe” located in a “Program
Files” folder named “CCleaner”. The hash search located “ccsetup529pro.exe” in the user’s
Downloads folder. Evidence of the Bing search for “ccleaner” could not be located in Microsoft
Edge history however a cookie existed from the Piriform website. In addition, locations for
common internet artifacts such as the Microsoft Edge cache and last browse session were empty

or nonexistent.

Name Modified Time Change Time Access Time Created Time Size
CCLEANER.EXE-D4D76A60.pf 2017-05-08 28:07 EDT 2017-0 8:07 EDT  2017-05-08 02:19:19 EDT 2017-05-08 02:19:19EDT 5030
CCLEANER64.EXE-779BD542.pf 2017- 1SEDT 2017-0 SEDT 2017-0 302:15:41 EDT 17239
CCSETUP529PRO.EXE-E65E5907.pf  2017-05-08 02:14:27 EDT  2017-0 2:14:27 EDT  2017-05-0¢ 3 02

Figure 41. CCleaner Prefetch Files- Autopsy
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Source File MDS Hash

# CCleaner.exe ffe2d028d996bc6279a2e4894F9fcbfd

# CCleaner64.exe 9958727fbea403d37b2d6

# ccsetup529pro.exe £32244ffF9a4bf 7F291562186484d950

Figure 42. CCleaner Executables- Autopsy

Summary

CCleaner offers a graphical user interface displaying multiple categories of artifacts to be
“cleaned” from a system. The cleansing of Microsoft Edge artifacts and certain Windows,
System and application files removed a few common forensic artifacts but left others untouched.
There was no indication of the three erased files in their original location. MFT, LogFile and
USN Journal entries for the erased files had been removed, however USN Journal entries were
created with the use of CCleaner, pinpointing the time and date the tool was run. Keyword
searches for the erased file names and contents returned Jump Lists and other Windows artifacts
that indicate these files existed and were accessed at a certain point in time. The content of the
files erased with CCleaner were unrecoverable in this test. Finally, a hash search for the
CCleaner executable files and setup file successfully detected their existence and prefetch files

confirmed their execution on this system.

Anti-Anti-Forensics

The good news for computer forensic investigators is that there are unavoidable flaws in
anti-forensic tool and technique use. Common anti-forensic approaches such as data destruction
and data transformation may destroy commonly evaluated evidence, however, as demonstrated
in this paper and in previous research, operating systems harbor a myriad of automatically

created artifacts that can prove valuable in a forensic investigation.
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Certain forensic software have implemented mitigation efforts to detect and combat anti-
forensic efforts. The EnCase tool suite can retrieve hidden data in host protected areas (HPA)
and device configuration overlays (DCO) and many current versions of forensic tools recognize
and alert investigators to file extension mismatches when they suspect file extension alterations
have occurred. Packages have been designed for detection of specific anti-forensic techniques; at
the time of this research, Guidance Software offers an Enscript that displays the eight NTFS
timestamps in EnCase including those in the FNA that are typically overlooked by forensic tools
(Guidance Software, 2017).

Analysts can mitigate data destruction techniques by seeking parts of files left by tools to
prove the data was previously on the device under analysis. Hash and keyword searches can
uncover pieces and, in some cases, the full content of files that have been securely erased. Some
data destruction tools rename files with odd naming conventions such as multiple z’s in a row.
File names that look out of place can be worth looking into as they may have been intentionally
destroyed. LNK files and Jump Lists are quick ways to show a file existed and was accessed on a
system and can contain metadata useful for timeline formation. Cleaning of the thumbnails cache
is often left out by disk cleaning tools and therefore may contain items that are no longer present
elsewhere. An examination of volume shadow copies can uncover erased or encrypted files if the
shadow copy was created before the file was destroyed or transformed.

Data transformation techniques such as transmogrification and file signature masking can
be fought with the use of “fuzzy hashing” which identifies similar but not identical files. An
examination into Jump Lists can help identify transformed files; a DLL recently opened with
Power Point would be an indication that alterations have occurred. Repetitive, missing or

unlikely timestamps can indicate alterations of metadata that may affect the creation of an
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accurate forensic timeline. Michael Perklin (2012) suggests mitigating timestamp alterations by
ignoring metadata altogether and, instead, examining log files that record dates as strings (as
these are more difficult to zero out or overwrite). The use of Triforce’s ANJP tool in this
research revealed original timestamps for altered files in each, the MFT, LogFile and USN
Journal. Cross-referencing time-based data residing in log files, registry entries and the MFT can
be used to detect metadata tampering by analyzing discrepancies or similarities among various
evidence sources (Jain & Chhabra, 2014).

To detect anti-forensic tool use, hash analysis can be used once a hash database of known
anti-forensic tool downloadable and executable files is compiled. The presence of anti-forensic
software or applications alone is not necessarily incriminating but, depending on the

circumstances, this may play an integral role in showing intent.

Conclusion

The goal of this research was to test at what level current anti-forensic tools and
techniques confound traditional computer forensic tools as well as to provide recommendations
for detecting, mitigating and combatting effects of anti-forensic techniques.

The tests conducted in this research show that many freely available anti-forensic tools
do not render evidence completely inaccessible or difficult to uncover. Like Pajek and
Pimenidis’ 2009 conclusion, the findings of this research suggest it is likely the detection
efficiency achieved by computer forensic tools depends on the sophistication of the anti-forensic
techniques applied. Although the time-altering tool in this research successfully altered
timestamps of files and directories as they were displayed in FTK Imager and Autopsy, many
other artifacts revealed accurate timestamps for the altered files. In many cases, the tools applied

for erasing data did not successfully delete all traces of the data; filenames and metadata of the
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deleted files were visible in FTK Imager and Autopsy at their original locations in two of the
three erasing tool implementations and the deleted filenames were recoverable in all tests by
examining LogFile and USN Journal entries. The contents of many erased files were visible
through FTK Imager and Autopsy by examining Microsoft artifacts including the Microsoft
Edge cache, Windows thumbnails and Windows Defender scans. Each of the four tools left
evidence that they were run in the form of prefetch files and the executable and/or setup files for
each anti-forensic tool were located through a hash search in Autopsy.

This research had multiple limitations that future studies should address. The short time-
frame of activity on the test machines may or may not be representative of a computer in the
field. This contributed to a lack of volume shadow copies and allowed fairly quick keyword and
hash searching in forensic tool Autopsy. In addition, this research was done under relaxed time
constraints. Examining every potentially useful artifact in a large file system may not be feasible
due to time and budget constraints in the forensics field.

While the anti-forensic tools used in this study were all freely and effortlessly accessible,
many more anti-forensic tools are available that may implement additional anti-forensic
techniques if an individual is willing to pay for that service. Piriform’s CCleaner Pro, offered for
$24.95 per year, allows a user to set scheduled cleanings of temporary files, internet history,
cookies, downloads, and autocomplete forms for the five most popular browsers along with
allowing the removal (overwriting) of recycle bin items, recent documents, Windows log files,
old registry entries and other third-party files (Piriform Ltd., 2017). Tracks Eraser Pro, available
for $29.95 per computer, offers many of the same features along with application-specific
plugins for more thorough erasing (Acesoft, 2015). Invisible Secrets, available for $39.95 per

year, offers the ability to hide files in places “that appear innocent”, i.e. picture files, sound files
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or web pages (NeoByte Solutions, 2014). BatchPurifier, available for $19 per computer, offers
removal of hidden data and metadata from multiple file types (Digital Confidence, 2017).

The forensic examination tools used in this research were also openly available. Paid,
commercial forensic tools may automatically uncover attempts at anti-forensic techniques and
future studies should test their ability to detect and mitigate these effects. Future studies may also
summarize best practices given certain factors of a case such as topic of the investigation,
priorities of the investigation, total size of evidence files and time constraints. Al Fahdi, Clarke
& Furnell (2013) predict the ability to locate relevant evidence will become increasingly
challenging as people become more mindful of information security and as the promotion of
anti-forensic technology for personal, legitimate use continues to grow. Garfinkel (2010)
suggests it may be beneficial for forensic tools to migrate from identifying criminal evidence to
identifying artifacts that may highlight misuse in order to inform an examiner on how to best
proceed in the investigation. Continued, collaborative research into current and anticipated anti-
forensic trends by the technical community, law enforcement professionals and forensic tool
vendors will prove beneficial to the future of digital forensic investigations.

Locard’s Exchange Principle (Gale, 2005) is often referenced in forensics work. This
principle holds that with contact between two items, there will be an exchange. In traditional
forensics, this involves the cross-exchange of physical evidence such as fingerprints, hairs, fibers
and soil between a criminal and a crime scene. In the digital world, a perpetrator doesn’t
necessarily make physical contact with a crime scene but makes virtual contact leaving traces of
digital evidence in the exchange. In the words of Blunden (2009), “there’s no such thing as a
foolproof anti-forensic tactic. With the right tools and know-how, it’s just a matter of time before

a savvy forensic investigator will overcome the fortifications that you’ve established.”
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Appendix A

A D FTK® I
3 chsg ata® ® Imager FTK Imager Opens vmdk image to collect data
Autopsy® 4.3.0 Autopsy Opens dd image to collect data
Triforce ANJP 3.11.07 ANIJP Parses Windows log files

ir Sofer ESED Vi
1;111 r;)o er ESEDatabaseView ESEDatabaseView Opens .dat files
PECmd version 0.9.0.0 PECmd Windows prefetch parser
Thumbcache Viewer 1.0.3.4 Thumbcache Viewer | Windows thumbnail viewer




